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e Al-generated content such as deepfakes, fake music, and manipulated
videos is rapidly increasing in Papua New Guinea.

e The misuse of Al is affecting human creativity while also spreading
misinformation across social media platforms.

 Individuals, especially women and public figures, are increasingly
targeted through harmful and manipulated content.

e Cases of fake social media identities, cyberbullying, and misleading
digital content have been reported in PNG media.

e 'The spread of such content is undermining trust, reputations, and
public confidence.

e PNG lack specific Al-focused legal and policy frameworks to regulate
Al-generated misinformation and deepfakes.

 Strengthening regulation, enhancing digital literacy, and policing
social media platforms is critical to addressing this emerging threat.
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Introduction

rtificial Intelligence (Al) tools are now easy to access

in Papua New Guinea (PNG) through mobile phones

nd social media platforms. While they help people

create and share new ideas, they are also being misused and are
changing how people access information online.

Al is now being used to produce fake music, videos, images,
and text that look real. In some cases, public figures and
ordinary people are wrongly shown or misrepresented
online. Post Courier (2025) has reported cases of fake posts,
changed statements, and misleading contents, showing that
misinformation is becoming a growing concern in PNG.

This creates both creative opportunities and challenges for
creativity. Many people still find it hard to tell what is real or
fake online. Without stronger awareness and better safeguards,
this can reduce trust in information, leaders, and creative work

in PNG.
Al-generated content is on the rise

Al tools are now widely accessible through mobile apps and
online platforms. In PNG, generative Al tools like ChatGPT,
FaceApp, Canva, and CapCut are being used to create edited
images, fake audio, and altered videos commonly referred to
as deepfakes. While these tools support creativity and content
production, they also raise concerns about misinformation and
misuse of digital content.

Beyond entertainment, these tools are also being used to
imitate voices, generate fake announcements, and change
official documents. In response, government has warned the
public to always check official websites and verify information,
as fake content and scam websites continue to rise across digital

platforms (DICT, 2024).

At the same time, Al is also affecting creative work. Al-generated
music and digital content are starting to compete with original
work from local artists, raising concerns about originality,
ownership, and the future of creativity in the country. In PNG,
where social media has become a main source of information,
the rapid spread of such content presents serious risks to trust,
creativity, and public understanding.

Impacts on public figures, individuals, and
creativity

One of the most immediate impacts of Al misuse is reputational
harm. Public figures, including politicians and government
officials, are more vulnerable to manipulated videos and audio
that misrepresent their actions or statements. Such false content
can damage reputations, mislead the public, and influence
opinions on important national issues, especially during this
period leading up to the national general elections scheduled
for next year.

For ordinary citizens, the risks are also serious. People may have
their images or voices used without consent, raising concerns
about privacy and digital rights. Women and young girls are
particularly vulnerable, as Al tools can be used to create fake
explicit or harmful images. Recent reports in PNG show an
increase in cases of cyberbullying and online harassment,
especially among young people, which is causing social and
psychological harm (Post Courier, 2024).

Al-generated content is also affecting creative work in PNG,
making people question what is original and what is made by
machines. Musicians and content creators are more concerned
about Al-made music and copied styles being shared online. This
reduces originality and can also affect income opportunities, as
Al can replicate creative work without proper recognition of or
reward to the original creator (ABC News, 2025).

Spread of Al-generated misinformation

The spread of Al-generated misinformation is becoming a
growing challenge for governance in PNG. In a country where
digital literacy is still developing, many people can easily accept
false or manipulated content as real, especially when it appears
convincing online.

Concerns about misinformation are already reflected in public
discussions and government responses. In 2018, the PNG
Government considered a temporary Facebook ban due to
concerns over “fake news” and illegal online content, including
misinformation and harmful material circulating online (ABC
News, 2018). This shows that misinformation is no longer a
future risk but an ongoing issue affecting information systems
today.
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Misinformation can weaken trust in institutions, disrupt public
discussions, and create confusion during important national
events such as elections and decision-making processes (United
Nations, 2023). In PNG, where social media is a key source
of news and public opinion-sharing, the impact is even more
serious. A BBC Media Action (2025) survey in 2025 found
that the internet and smartphones are the most accessible
media in PNG, with 53 percent of respondents using social
media and the internet for consuming and sharing news and
information on a daily basis. Without stronger awareness
programs and digital literacy policies, risks to public trust and
informed decision-making will continue to increase as media
consumption continue to shift to social media and the internet.

Why PNG is particularly vulnerable

PNG faces several structural challenges that increase its risk to
the misuse of Al and digital technologies. Although internet
access is improving and might improve exponentially following
the recent licensing of Starlink’s satellite technology to boost
internet connectivity across the country, digital literacy remains
low, and many people still do not have the skills to properly
check or understand online information.

Meanwhile, social media use is growing quickly, increasing
exposure to both reliable information and false or misleading
content in PNG (DataReportal, 2025). This makes it easier for
Al-generated and manipulated content to spread widely and
influence public opinion.

In addition, cultural values such as identity, reputation, and
community trust play a strong role in PNG society. Because of
this, false information can easily damage reputations and create
misunderstanding or conflict. Weak regulations and limited
enforcement further reduce the government’s ability to manage
these risks, showing the need for stronger policies on digital
literacy, online safety, and information control.

Role of social media platforms and control

Social media platforms play a major role in spreading Al-
generated misinformation. Their systems, known as algorithms,
often promote posts that get more likes, shares, or comments,
which can also allow fake or misleading content to spread
quickly. For example, a false video or edited image can go viral
on Facebook or TikTok before it is properly checked.

In PNG, social media is increasingly accessible and popular as
a source of news and information, and with Facebook as the
most visited platform, PNG audiences value social media for
the speed and immediacy of information (BBC Media Action,
2025). To prevent the spread of fake news, misinformation and
harmful content, the PNG Social Media Policy 2025 requires
platforms to follow national laws and help manage harmful
content by monitoring and removing fake or abusive posts
(DICT, 2025). However, this is difficult because most platforms

are based overseas and operate across many countries.

Other countries are introducing stronger measures, such as
labelling Al-generated images or videos and improving fact-
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checking systems (European Commission, 2024). For PNG,
better cooperation with social media companies is needed so
harmful content can be identified and removed faster, while still
allowing people to freely share information and ideas.

Policy and regulatory gaps

PNG currently lacks specific laws that directly regulate Al-
generated misinformation, deepfakes, or other forms of Al
misuse. However, there are several existing laws and policies
that partially address related digital issues.

These include the Cybercrime Code Act 2016, the Digital
Government Act 2022, the National ICT Act 2009, as well
as the National Cyber Security Policy (2021) and the Data
Governance Policy (2024), which all provide general guidance
on digital safety and governance.

More recently, PNG Social Media Policy 2025 has introduced
stronger measures to address fake news, misinformation, online
abuse, and harmful content. It also proposes a National e-Safety
Directorate, stronger platform accountability, and enforcement
against cyber offences (DICT, 2025). Despite these efforts,
PNG still lacks dedicated Al-specific legal framework, which
creates gaps in regulating emerging risks such as deepfakes,
synthetic media, and Al-driven misinformation.

Strengthening digital literacy and public
awareness

Strengthening digital literacy and public awareness means
helping people understand how to safely use the internet and
how to check whether information is true or false. In PNG,
many people rely on social media as a main source of news,
but not everyone has the skills to identify fake or misleading
content.

As a result, some users may share false posts or videos without
verifying if they are real. To address this, schools, government
agencies, and media organisations can run awareness programs
on how to verify information, spot fake news, and use digital
tools responsibly.

Simple education campaigns through radio, social media,
and community programs can also help reach people in both
urban and rural areas. By improving digital literacy, people
can make better decisions online and help reduce the spread of
misinformation.

What needs to be done

PNG needs a clear and coordinated policy response to
manage the growing risks of Al-generated content and digital
misinformation. Existing laws are not enough to address
challenges like deepfakes and fake online content. A stronger
approach is needed to protect public trust and support safe
digital use.

The following recommendations are proposed in simple and
practical terms:

* Develop Al-specific laws - create new laws that clearly
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define and regulate Al-generated content, including
deepfakes and synthetic media.

e Strengthen existing laws - update the Cybercrime
Code Act to include clearer rules on Al misuse,
identity theft, and manipulated content.

* Improve platform responsibility - require social
media companies to follow PNG laws, be more
transparent, and act quickly on harmful content.

e Strengthen digital literacy - run nationwide awareness
programs in schools, communities, and media to help
people identify fake or misleading information.

* Build government capacity - strengthen DICT,
NICTA, and police cybercrime units with better
training and technical Al skills.

e Strengthen the National e-Safety Directorate -
ensure it can actively monitor online risks, respond
quickly, and report public concerns.

* Introduce Al content labelling - require clear
labelling of Al-generated or manipulated content
where possible to help users identify it.

These steps will help PNG respond more effectively to digital

risks while supporting safe and responsible use of technology.
Conclusion

Al-generated content is changing how people create things
and how information is shared in PNG. While it offers
opportunities, its misuse especially in spreading misinformation
poses serious risks to individuals, institutions, and society. The
spread of fake music, manipulated videos, fake accounts, and
harmful content targeting individuals, including women and

public figures, highlights the need for urgent action.

A clear policy response is required. Strengthening laws,
improving digital literacy, building institutional capacity, and
increasing platform accountability will help protect PNG’s
digital space. Al is not only a technology issue but also a
governance and trust issue. Early action will ensure it supports
development rather than causes harm.
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